
How to confuse a port scanner



Vulnerabilities
UDP - Bypass Cryptographic Signature 
if (!check_dst_port(sport, validation)) {

return 0;
}

// Returns 0 if dst_port is outside the expected valid range, non-zero otherwise
static inline int check_dst_port(uint16_t port, uint32_t *validation) {

if (port > zconf.source_port_last 
|| port < zconf.source_port_first) {

return EXIT_FAILURE;
}

Constants:
stdlib.h:#define EXIT_FAILURE 1 /* Failing exit status.  */

        .source_port_first = 32768, // (these are the default                                     
        .source_port_last = 61000,  //   ephemeral range on Linux)                                



Vulnerabilities
ICMP - 16 bit signature brute forcible, but it’s even worse



Vulnerabilities
ZMAP does not check to see if a result is a packet comes from a 
blacklisted address (only 192.168.1.0/24 was whitelisted )



Local Subnet Requires Router Support

Zmap addresses packets to a single MAC address (default gateway).  

Result: using zmap on your local subnet will be hard



A ZMAP Honeypot

dark_responder

Given a list of dark IP addresses, TCP ports, 
and UDP ports reply to any traffic with just 
enough information to fool a portmapper

All examples are configured for 192.168.1.224/27



Receiving Dark IP Traffic
Dark_responder listens for ARP_REQUEST and sends ARP_REPLY

NO SECURITY AT THIS LEVEL!!!



TCP SYN Scan
Respond to SYN with SYN ack and never issue an ACK.  Causes 
zmapper using forge-socket to consume resources.



UDP Scan

Respond to a UDP packet With A UDP packet.



ICMP Response

Respond to ICMP Echo Request With Echo 
Reply ( ping works! )



Different Scanning Techniques
XMAS, FIN, NULL, Maimon TCP Scans

Dark Responder / NMAP works, zmap does not
When scanning RFC 793 compliant systems, any packet not containing SYN, RST, or ACK bits will result in a returned RST if the 
port is closed and no response at all if the port is open. As long as none of those three bits are included, any combination of the 
other three (FIN, PSH, and URG) are OK. ZMAP model not suitable for these modes!



Future Work
Integrate dark_responder into a dhcp server

Monitoring Unused IP Addresses on Segments Managed by DHCP -
Networked Computing and Advanced Information Management, 2008. NCM '08. Fourth International Conference on  (Volume:1 )

DHCP churn averages 6.83, magnify the effects of 
dark_responder
Your botnet is my botnet: analysis of a botnet takeover
CCS '09 Proceedings of the 16th ACM conference on Computer and communications security  Pages 635-647 
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